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Preface
The Internet is smoothly migrating from an Internet of people toward an Internet 
of Things (IoT). IoT is the network where sensors, appliances, and other physical 
devices interact with each other without any human intervention. IoT devices are 
becoming a part of the mainstream electronics culture and are being adopted by 
people in smart homes faster than ever. Wireless sensor networks (WSNs) are the 
most recognized key enablers for the IoT paradigm since its inception. WSNs refer 
to a group of spatially dispersed and dedicated sensors for monitoring and recording 
the physical environmental conditions and organizing the collected data at a central 
location. Both WSNs and IoT have numerous critical and noncritical applications 
that handle almost every aspect of our modern life. Unfortunately, these networks 
are prone to a huge range of security attacks and their improvement will be limited 
in the absence of proper premeditated security solutions. The resource-constrained 
nature of the devices used in these networks deteriorates this problem even further. 
Blockchain technology is the most recent and effective approach to address such 
security challenges. Blockchain, a tamper-resistant and distributed ledger that main-
tains consistent data records at different locations, has the capability to address the 
security concerns in such networks. Owing to the fault-tolerance capabilities, decen-
tralized architecture, and cryptographic security benefits such as authentication, data 
integrity, and pseudonymous identities, security analysts and researchers consider 
blockchain to resolve privacy and security issues of IoT.

The readers of this book will gain insights into the evolution, usage, challenges, 
and the proposed countermeasures associated with the integration of WSNs into IoT. 
The book aims to evaluate, investigate, and analyze various approaches to integrate 
WSNs into IoT and outline a set of security challenges that need to be addressed in 
the near future. The book also reviews the most prominent barriers that hinder the 
use of WSNs in IoT applications and highlights the main effort and cost components. 
The most important issue linked to IoT that the researchers/scientists need to focus 
on is the privacy and security requirements of the sensor-generated data from misuse, 
theft, or unfortunate losses. This book aims to throw light on various types of threats 
that can attack both WSNs and IoT along with the recently developed approaches to 
counter them.

MATLAB® is a registered trademark of The MathWorks, Inc. For product information,
please contact:
The MathWorks, Inc.
3 Apple Hill Drive
Natick, MA 01760-2098 USA
Tel: 508-647-7000
Fax: 508-647-7001
E-mail: info@mathworks.com
Web: www.mathworks.com

mailto:info@mathworks.com
http://www.mathworks.com


https://taylorandfrancis.com


ix

Editors

Dr. Sudhir Kumar Sharma is �currently Professor and Head of the Department of 
Computer Science, Institute of Information Technology and Management affiliated 
to Guru Gobind Singh Indraprastha University (GGSIPU), New Delhi, India. He 
has an extensive experience of more than 21 years in the field of computer science 
and engineering. He obtained his Ph.D. in information technology from University 
School of Information, Communication and Technology (USICT), GGSIPU. 
Dr. Sharma obtained his M.Tech in computer science and engineering in 1999 from 
the Guru Jambheshwar University, Hisar, India, and M.Sc. in physics from the 
University of Roorkee (now IIT Roorkee), Roorkee, in 1997. His research interests 
include machine learning, data mining, and security. He has published more than 50 
research papers in various prestigious international journals and international con-
ferences. He is a life member of CSI and IETE. Dr. Sharma is the lead guest editor of 
the special issue in Multimedia Tools and Applications, Springer. He was a convener 
and volume editor of ICETIT-2019 and ICRIHE-2020. He has authored and edited 
five computer science books in the field of Internet of Things, WSNs, blockchain, 
and cyber-physical systems for Springer, Elsevier, and CRC Press. He was selected 
as a reviewer/editorial board member for several reputable international journals. He 
has also served as a speaker, session chair, or cochair at various national and inter-
national conferences.

Mr. Bharat Bhushan �is an assistant professor of the Department of Computer 
Science and Engineering (CSE) at the School of Engineering and Technology, 
Sharda University, Greater Noida, India. He is an alumnus and a Ph.D. scholar of 
Birla Institute of Technology, Mesra. He received his undergraduate degree (B.Tech 
in computer science and engineering) with distinction in 2012 and received his post-
graduate degree (M.Tech in information security) with distinction in 2015 from 
Birla Institute of Technology, Mesra, India. He earned numerous international cer-
tifications such as Cisco Certified Network Associate (CCNA), Cisco Certified 
Entry Networking Technician (CCENT), Microsoft Certified Technology Specialist 
(MCTS), Microsoft Certified IT Professional (MCITP), and Cisco Certified Network 
Professional Trained (CCNP). In the last three years, he has published more than 
80 research papers in various renowned international conferences and SCI-indexed 
journals including Wireless Networks (Springer), Wireless Personal Communications 
(Springer), Sustainable Cities and Society (Elsevier), and Emerging Transactions on 
Telecommunications (Wiley). He has contributed more than 20 book chapters in vari-
ous books and is currently in the process of editing seven books from the most famed 
publishers like Elsevier, IGI Global, and CRC Press. He has served as a reviewer/edi-
torial board member for several reputed international journals including IEEE Access, 
IEEE Communication Surveys and Tutorials, and Wireless Personal Communication 
(Springer). He has also served as speaker and session chair at more than 15 national 
and international conferences. His current research interests include wireless sensor 



x Editors

networks (WSNs), Internet of Things (IoT), and blockchain technology. In the past, he 
worked as an assistant professor at HMR Institute of Technology and Management, 
New Delhi, and as a network engineer in HCL Infosystems Ltd., Noida. He has quali-
fied GATE examinations for successive years and gained the highest percentile of 
98.48 in GATE 2013. He is also a member of numerous renowned bodies including 
IEEE, IAENG, CSTA, SCIEI, IAE, and UACEE.

Dr. Raghvendra Kumar �is working as Associate Professor in Computer Science and 
Engineering Department at GIET University, India. He received B.Tech, M.Tech, and 
Ph.D. in computer science and engineering, India, and postdoc fellow from Institute 
of Information Technology, Virtual Reality and Multimedia, Vietnam. He serves 
as Series Editor of Internet of Everything (IOE): Security and Privacy Paradigm, 
Green Engineering and Technology: Concepts and Applications, published by CRC 
press, Taylor & Francis Group, USA, and Bio-Medical Engineering: Techniques and 
Applications, published by Apple Academic Press, CRC Press, Taylor & Francis 
Group, USA. He also serves as an acquisition editor for Computer Science by Apple 
Academic Press, CRC Press, Taylor & Francis Group, USA. He has published a 
number of research papers in international journals (indexed in SCI/SCIE/ESCI/
Scopus) and conferences including IEEE and Springer as well as served as organiz-
ing chair (RICE-2019, 2020), volume editor (RICE-2018), keynote speaker, session 
chair, cochair, publicity chair, publication chair, and advisory board and technical 
program committee member in many international and national conferences and 
served as guest editors in many special issues from reputed journals (indexed by 
Scopus, ESCI, and SCI). He has also published 13 chapters in edited book published 
by IGI Global, Springer, and Elsevier. His research areas are computer networks, 
data mining, cloud computing and secure multiparty computations, theory of com-
puter science, and design of algorithms. He has authored and edited 23 computer 
science books in the field of Internet of Things, data mining, biomedical engineering, 
big data, robotics, and IGI Global Publication, USA, IOS Press Netherland, Springer, 
Elsevier, CRC Press, USA.

Dr. Aditya Khamparia �is an eminent academician and plays versatile roles and 
responsibilities in lecturing, research, publications, consultancy, community ser-
vice, Ph.D. supervision, among others. With seven years of rich expertise in teaching 
and two years in industry, he focuses on rational and practical learning. Currently, 
he is working as an associate professor of Computer Science and Engineering at 
Lovely Professional University, Punjab, India. His research areas are machine learn-
ing, soft computing, educational technologies, IoT, semantic web, and ontologies. He 
has published more than 50 scientific research publications in reputed international 
and national journals and conferences, which are indexed in various international 
databases. He has been invited as a faculty resource person, session chair, reviewer, 
and TPC member in different FDP, conferences, and journals. Dr. Aditya received 
research excellence awards in 2016, 2017, and 2018 at Lovely Professional University 
for his research contribution during the academic year. He is a member of CSI, IET, 
ISTE, IAENG, ACM, and IACSIT. He also acts as a reviewer and member of various 
renowned national and international conferences and journals.



xiEditors

Professor (Dr.) Narayan C. Debnath �is currently the Founding Dean of the School 
of Computing and Information Technology at Eastern International University, 
Vietnam. He is also serving as the Head of the Department of Software Engineering 
at Eastern International University, Vietnam. Dr. Debnath has been the Director of 
the International Society for Computers and their Applications (ISCA) since 2014. 
Formerly, Dr. Debnath served as Full Professor of computer science at Winona State 
University, Minnesota, USA, for 28 years (1989–2017). He was elected as the chair-
person of the Computer Science Department at Winona State University for three 
consecutive terms and assumed the role for 7 years (2010–2017). Dr. Debnath earned 
a D.Sc. in computer science and also Ph.D. in physics. In the past, he served as the 
elected President for 2 separate terms, vice president, and conference coordinator 
of the International Society for Computers and their Applications (ISCA) and has 
been a member of the ISCA Board of Directors since 2001. Before being elected as 
the Chairperson of the Department of Computer Science in 2010 at Winona State 
University, he served as the Acting Chairman of the Department. During 1986–1989, 
Dr. Debnath served as an assistant professor of the Department of Mathematics 
and Computer Systems at the University of Wisconsin—River Falls, USA, where 
he was nominated for the National Science Foundation (NSF) Presidential Young 
Investigator Award in 1989. He is an author or coauthor of over 425 publications in 
numerous refereed journals and conference proceedings in computer science, infor-
mation science, information technology, system sciences, mathematics, and electrical 
engineering. Dr. Debnath has been a visiting professor at universities in Argentina, 
China, India, Sudan, and Taiwan and has been an active member of the ACM, IEEE 
Computer Society, Arab Computer Society, and a senior member of the ISCA.



https://taylorandfrancis.com


xiii

Contributors

S. Adamović
Faculty of Informatics and Computing
Singidunum University
Belgrade, Serbia

M. Afshar Alam
Department of CSE, SEST
Jamia Hamdard
Hamdard Nagar, New Delhi, India

Adel Sharar Aldalbahi
College of Engineering
King Faisal University
Al Hofuf, Saudi Arabia

Amartya
Department of Manufacturing  

Processes and Automation 
Engineering

Netaji Subhas University of Technology 
(formerly Netaji Subhas Institute 
of Technology)

Dwarka, New Delhi, India

Rangel Arthur
Faculty of Technology (FT)
State University of Campinas 

(UNICAMP)
Limeira, São Paulo, Brazil

Tanvi Attri
Department of Computer science 

and Engineering
HMR Institute of Technology 

and Management
Hamidpur, New Delhi, India

Mohammad Sufian Badar
Department of Bioengineering
University of California
Riverside, California

Bharat Bhushan
Department of Computer Science 

and Engineering, School 
of Engineering and Technology

Sharda University
Greater Noida, Uttar Pradesh, India

Arturo Diaz-Perez
Electrical Engineering and Computer 

Science Department
CINVESTAV Guadalajara
Zapopan, Mexico

Reinaldo Padilha França
School of Electrical Engineering 

and Computing (FEEC)
State University of Campinas 

(UNICAMP)
Campinas, São Paulo, Brazil

Siddharth Gautam
Department of Information Technology
HMR Institute of Technology 

& Management
New Delhi, India

M. Gnjatović
Faculty of Technical Sciences
University of Novi Sad
Novi Sad, Serbia

Somya Goyal
Department of Computer and 

Communication Engineering
Manipal University Jaipur
Jaipur, Rajasthan, India
Department of Computer Science 

& Engineering
Guru Jambheshwar University 

of Science and Technology
Hisar, Haryana, India



xiv Contributors

B. Gupta
School of Computing
Southern Illinois University
Carbondale, Illinois

AKM Bahalul Haque
Department of Electrical  

and Computer Engineering
North South University
Dhaka, Bangladesh

Imran Hussain
Department of CSE, SEST
Jamia Hamdard
Hamdard Nagar,  

New Delhi, India

Yuzo Iano
School of Electrical Engineering 

and Computing (FEEC)
State University of Campinas 

(UNICAMP)
Campinas, São Paulo, Brazil

Ila Kaushik
Department of Information  

Technology
Krishna Institute of Engineering 

& Technology
Ghaziabad, Uttar Pradesh, India

Aqeel Khalique
Department of CSE, SEST
Jamia Hamdard
Hamdard Nagar, New Delhi, India

Mohammad Muzammil Khan
Department of CSE, SEST
Jamia Hamdard
Hamdard Nagar, New Delhi, India

Ravinder Kumar
Skill Faculty of Engineering 

& Technology
Shri Vishwakarma Skill University
Palwal, Haryana, India

Carlos Andres Lara-Nino
CINVESTAV Tamaulipas
Ciudad Victoria, Mexico

N. Maček
Faculty of Computer Sciences, School 

of Computer Engineering
Megatrend University
Belgrade, Serbia

Deepanjali Mehra
Department of Instrumentation and 

Control Engineering
Netaji Subhas University of Technology 

(formerly Netaji Subhas Institute 
of Technology)

Dwarka, New Delhi, India

Ana Carolina Borges Monteiro
School of Electrical Engineering 

and Computing (FEEC)
State University of Campinas 

(UNICAMP)
Campinas, São Paulo, Brazil

Miguel Morales-Sandoval
CINVESTAV Tamaulipas
Ciudad Victoria, Mexico

Anubha Parashar
Department of Computer Science 

& Engineering
Manipal University Jaipur
Jaipur, Rajasthan, India

Jézer Oliveira Pedrosa
Faculty of Technology (FT)
State University of Campinas 

(UNICAMP)
Limeira, São Paulo, Brazil

Julio Cesar Pereira
Faculty of Technology (FT)
State University of Campinas 

(UNICAMP)
Limeira, São Paulo, Brazil



xvContributors

N. Rahimi
School of Computing
Southern Illinois University
Carbondale, Illinois

Rehab A. Rayan
Department of Epidemiology
High Institute of Public Health, 

University of Alexandria
Alexandria, Egypt

Rishipal
Skill Faculty of Applied Science 

and Humunities
Shri Vishwakarma Skill University
Palwal, Haryana, India

M. Saračević
Department of Computer Sciences
University of Novi Pazar
Novi Pazar, Serbia

Shazmeen Shamsi
Department of Computer Science
Jamia Millia Islamia
Okhla, New Delhi, India

Deepak Kumar Sharma
Department of Information Technology
Netaji Subhas University of Technology 

(formerly Netaji Subhas Institute of 
Technology)

Dwarka, New Delhi, India

Nikhil Sharma
Department of Information Technology
HMR Institute of Technology 

& Management
New Delhi, India

Sudhir Kumar Sharma
Department of Computer Science
Institute of Information Technology 

& Management
Janakpuri, New Delhi, India

Rahul Veer Singh
Department of Computer Science 

and Engineering
HMR Institute of Technology 

and Management
Hamidpur, New Delhi, India

Christos Tsagkari
Faculty of Medicine
University of Crete
Giofirakia, Greece

Ashi Tyagi
Department of Computer Science 

and Engineering
HMR Institute of Technology 

and Management
Hamidpur, New Delhi, India

Mohammad Maksuf Ul Haque
Department of Computer Science
Jamia Millia Islamia
Okhla, New Delhi, India

Ravi Verma
Department of Computer Science 

and Engineering
Radharaman Institute of Technology 

& Science
Bhopal, Madhya Pradesh, India

N. Vukobrat
Faculty of Informatics and Computing
Singidunum University
Belgrade, Serbia

Imran Zafar
Department of Bioinformatics and 

Computational Biology
Virtual University of Pakistan
Lahore, Paksitan



https://taylorandfrancis.com


1

1 Security Issues, 
Vulnerabilities, 
and Defense Mechanisms 
in Wireless Sensor 
Networks: State of the Art 
and Recommendation

N. Rahimi and B. Gupta
Southern Illinois University

CONTENTS

1.1	 Introduction.......................................................................................................2
1.2	 Applications of WSNs.......................................................................................2
1.3	 Threats and Challenges.....................................................................................3
1.4	 Taxonomy of WSN Attacks...............................................................................3

1.4.1	 Attacks Based on the Capability of the Attacker..................................4
1.4.2	 Attacks on Information in Transit.........................................................4
1.4.3	 Host-Based Versus Network-Based Attacks..........................................4
1.4.4	 Attacks Based on Protocol Stack...........................................................5

1.5	 Passive Attack....................................................................................................5
1.6	 Active Attack.....................................................................................................7
1.7	 Objectives of Network Security.........................................................................9

1.7.1	 Primary Objectives................................................................................9
1.7.2	 Secondary Objectives............................................................................9

1.8	 New Defense Mechanisms................................................................................9
1.8.1	 Algorithm Strength Analysis............................................................... 12
1.8.2	 Length of Ciphertext............................................................................ 13

1.9	 Conclusion....................................................................................................... 13
References................................................................................................................. 13



2 Integration of WSNs into Internet of Things

1.1 � INTRODUCTION

Wireless sensor networks (WSNs) are infrastructure-less and auto-configured wire-
less networks designed to observe or monitor physical conditions such as environ-
mental factors including pressure, temperature, pollutants, and sound, among others, 
and to collaboratively pass individual data across the network to a base station (BS) 
while such data can be monitored and examined [1,2]. A typical WSN may consist 
of several thousands of sensor nodes with individual nodes relying on radio signals 
to communicate among themselves. The BS, also denoted  as a sink, provides a link 
between the network and its authorized users. Such users can access or retrieve data 
from the WSN by entering search queries and retrieving results as generated by the 
BS. The aforementioned wireless sensor nodes possess power components, sensing 
and computing devices, and radio transceivers that allow them to perform these func-
tions. In some instances, wireless sensor devices can acknowledge to input entered 
from a control site with instructions to perform determined functions such as provid-
ing information on a particular condition. However, with each technological innova-
tion or advancement, such as the WSN discussed above, there is equal development 
of threats to such technological inventions. Subsequently, while WSNs are critical 
components in health care, military, and environmental applications, their vulner-
abilities expose users to a wide array of security issues that are constantly evolving 
[1–5]. This research paper will address security issues, vulnerabilities, and propose 
to use our recently reported three-phase symmetric cipher algorithm in WSNs [6]. 
There are a number of the advantages associated with our proposed method. First 
of all, in order to prevent efforts to exploit the cipher key, this algorithm advances 
the level of confusion and diffusion to a degree to create the statistical connection 
between the plaintext and the ciphertext as compound as possible. To achieve this, 
the cipher algorithm is designed to make the ciphertext lengthier than the plaintext. 
This variation in length complicates the statistical association between the plaintext 
and ciphertext, making the cryptanalysis procedure tremendously challenging.

This chapter begins by developing a common ground with respect to applica-
tions of WSNs. In Sections 1.3 and 1.4, the threats and challenges in WSNs and 
the taxonomy of WSN attacks will be discussed. We investigate passive and active 
attacks in Sections 1.5 and 1.6, respectively. The objectives of network security will 
be presented in Section 1.7. In Section 1.8, our defense mechanism will be proposed. 
Section 1.9 draws the conclusion.

1.2 � APPLICATIONS OF WSNs

WSNs have various uses such as healthcare applications, environmental monitoring, 
military services, and commercial applications, among others. In healthcare services, 
WSNs can be used to monitor patients within the clinical setting [7]. For instance, 
sensors are capable of providing clinicians with an easy and effective mechanism to 
monitor physiological functions within a hospital. Furthermore, sensors can also be 
used to track the patient movement within a hospital for monitoring purposes, as well 
as to help nurses and doctors faster access to patients in times of emergencies.
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Additionally, WSNs are crucial in the military application, such as detecting 
intrusions, parameter monitoring, and surveillance. Moreover, WSNs can be used by 
military personnel before an armed operation to determine the weather conditions 
of remote areas since weather changes can have significant influences on military 
outcomes. Since WSNs are capable of providing real-time data, their importance 
in surveillance capabilities and functions such as detecting movements from hostile 
combatants plays an essential role in modern warfare [8].

Finally, WSNs can be used to monitor air pollution, monitor water pollution, for 
underwater wireless sensor networks (UWSNs), and for agricultural applications. In 
the case of agricultural monitoring, WSNs can be used in animal tracking, green-
house monitoring, such as determining soil humidity and environmental tempera-
tures, and pollution control. Finally, it was posited that conservationists and animal 
park managers can use WSNs to monitor and track the movement of wildlife as well 
as the potential disposal of harmful water into their habitats [4,5].

1.3 � THREATS AND CHALLENGES

There are several security issues associated with WSNs due to the constraints asso-
ciated with the simplicity of developing sensor node hardware, in addition to their 
areas of deployment like hostile environments during military conflicts. One of the 
issues resulting in vulnerabilities in WSNs arises from the fact that the cost of the 
WSN is required to be least possible. This means that most developers of WSNs 
are less likely to utilize complex tamper-resistant hardware in the event a sensor 
node is physically captured [8,9]. Another crucial security issue associated with 
WSNs is the fact that sensor nodes rely on wireless communication, which is easier 
to eavesdrop on during communication or data transfer. This weakness in wireless 
communication also makes it easier for an attacker to inject misleading or mali-
cious information into the network [10]. The constraints such as low cost, small 
size, limited energy, and the reliance on radio transmission make WSNs vulnerable 
to denial-of-service attacks (DoS). The following section will look at the different 
categories of attacks that can be used against a WSN, with the main focus being 
passive eavesdropping and active interference.

1.4 � TAXONOMY OF WSN ATTACKS

Before highlighting the different types of attacks that occur passively and actively 
within a WSN, it is crucial to discuss the various categorizations of WSN attacks. 
Considering the nature of the transmission of wireless networks, using the radio sig-
nals, wireless networks are susceptible to a variety of cybersecurity attacks. In fact, 
the large-scale sensor networks are usually difficult to monitor and shield individual 
nodes from logical and physical attacks. This section will identify a level-based tax-
onomy of WSN security threats depending on the attacker’s ability to render the 
WSN system unstable [11–14]. Table 1.1 shows the different layers of a WSN that are 
susceptible to attacks and the different roles played by each layer.
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1.4.1 � Attacks Based on the Capability of the Attacker

These attacks may take different forms, such as a node compromise, which can be 
categorized as outsider attacks as opposed to insider attacks. The outsider attacks 
use nodes external to the network, whereas the insider attacks compromise legitimate 
nodes. Attacks can also be passive or active depending on the adversary’s ability to 
develop equipment that can carry out either of the two. Furthermore, some attacks 
that are dependent on the attackers’ capabilities include the mote-class contrasted 
with laptop-class attacks. The mote-class attacks utilize a few nodes whose capabili-
ties are similar to those of the target network, whereas the laptop-class attacks rely 
on powerful devices to attack the network [14,15].

1.4.2 � Attacks on Information in Transit

Attacks on the data in transit result from falsifying or hijacking broadcast informa-
tion when being relayed to authorized users of a WSN. Examples include interruption 
of communication where links within the sensor networks either become unavailable 
or are lost. Another example of this form of attack occurs where the unauthorized 
user intercepts information from the sensor nodes by gaining unauthorized access to 
the nodes, thus breaking information confidentiality. In other cases, the unauthor-
ized entity might decide to tamper with the data he or she has accessed, resulting 
in comprised integrity of the data collected. The goal of such actions is to mislead 
or confuse the users of a WSN. Similar to tampering with information, it is also 
possible that malicious attackers may either fabricate data or replay existing mes-
sages. During fabrication, the attacker compromises the authenticity of information 
by inserting false data while replaying past messages is designed to confuse individu-
als using the WSN [8,16].

1.4.3 �H ost-Based Versus Network-Based Attacks

Host-based attacks can be a user compromise, application compromise, or hardware 
compromise. User compromises can include misleading the authorized users of a 
WSN to reveal critical information such as passwords and physical locations of sen-
sor nodes. A software compromise, on the one hand, includes hacking into the soft-
ware that WSN users rely on to run the sensor nodes within a network. A hardware 
compromise, on the other hand, occurs when attackers physically tamper with the 

TABLE 1.1
WSN Layered Architecture

Layer Functions

Application layer Interacts with the end user after aggregating data

Transport layer Responsible for transporting data collected

Network layer This layer is responsible for topology management and sensor node networking

Data link layer Multiplexing, medium access, and detection of data frames
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hardware used in making sensor nodes in an effort to extract information or manu-
facturing secrets concerning a particular WSN.

In the case of network-based attacks, the approaches used to compromise WSNs 
may be layer-specific or protocol-specific. However, all network-based attacks involve 
information in transit, in addition to causing the network to deviate from protocol to pro-
vide the attacker with an unfair advantage over the users of the network. For instance, 
a protocol deviation is  designed neither to threaten a network’s capability to conduct 
surveillance nor  to interfere with data confidentiality or authenticity, but rather to help 
the attacker to gain insider knowledge and communication from the WSN users [17,18].

1.4.4 � Attacks Based on Protocol Stack

Under this classification, attacks may be based on protocol stacks where the adver-
sary may decide to jam communication, run radio interference, or cause physical 
tampering. The layers that can be targeted include the physical, data link, network, 
transport, and application. Attacks can be targeted at the data link layer in which case 
the adversary could disrupt media access control (MAC) protocol and take advan-
tage of the two-way request-to-send MAC protocols. Falsification of information 
using Sybil attack is another form of approach within the data link layer where the 
attacker pretends to be in several places concurrently by creating multiple false iden-
tities. This obstructs the procedures involved in passing information from one sensor 
node to the next. Within the network layer, examples of possible attacks include, but 
are not limited to, sinkholes, hello flood attacks, node capture, black hole attacks, 
and wormhole attacks. These forms of attacks will be further discussed under the 
“active attacks” section [4,18,19].

Within the transport layer, attacks may include flooding and desynchronization. 
Flooding takes place where the adversary makes numerous connection requests over-
loading the capability of the WSN, and possibly draining them of their power or mak-
ing them vulnerable to other forms of attacks. Desynchronization attacks, on the other 
hand, are designed to prevent the useful exchange of information between the two end 
points of a WSN. Finally, the application layer can be attacked in three different ways. 
These include the path-based DoS attack, overwhelm attack, or reprogram attack. 
The DoS attacker will inject data to sensor nodes consuming the network resources 
and either slowing down or causing other nodes to fail to direct data to the BS. The 
overwhelming attack tries to increase a network’s traffic by overwhelming the net-
work nodes with stimuli. This causes the nodes to send massive volumes of traffic to a 
BS, resulting in bandwidth consumption and battery depletion. Finally, the reprogram 
or deluge attack occurs when an attacker remotely reprograms networks that have 
already been deployed during network programming. Table 1.2 offers a summary of 
the information provided under this section on the taxonomy of WSN attacks [14–19].

1.5 � PASSIVE ATTACK

Passive attacks are malicious attempts made by maliciously defined nodes to obtain 
data transmitted within a WSN without actively disturbing the operations of the 
WSN. Such attacks are designed to breach data confidentiality where the attacker 
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monitors unencrypted data and extracts sensitive information that can be used in 
other attacks. Examples of passive attacks include the decryption of encrypted traf-
fic, eavesdropping, monitoring communication, message distortion, traffic analysis, 
hijacking authentication information, message replay, and impersonation, among 
others. Passive attacks such as interception of communication and flow of data 
enable adversaries to foresee future actions or cause confusion within the autho-
rized users of a WSN.

TABLE 1.2
Security Attacks in WSNs
Goal-oriented attacks Active Black hole 

Sinkhole

Hello flood

Denial of service

Man-in-middle attack

Sybil attack

Overwhelm

Fabrication 

Passive Eavesdropping 

Traffic monitoring

Performer-oriented attacks Inside Malicious mode

Black hole

Sinkhole

Outside Denial of service

Eavesdropping

Layer-oriented attacks Physical Jamming

Tampering

Eavesdropping 

Data link Monitoring

Traffic analysis 

Sybil 

Channel exhaustion 

Network Denial of service

Wormhole

Sybil

Flooding

Black hole

Eavesdropping

Sinkhole 

Transport Denial of service

Flooding

Session hijacking

Application Data corruption

Overwhelm 
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Regarding the UWSNs where most of the communication channels are exposed, 
attackers can use underwater microphones or hydrophones to acquire packets of 
important information transmitted within the channel. Furthermore, the analysis of 
packets of traffic, as well as observing the exchange of packets, can allow an attacker 
to predict the nature of communication, in addition to identifying communicating 
hosts and finding the physical location of the nodes. From such actions, it is pos-
sible and easier for a passive attacker to launch active attacks that are capable of 
inflicting more serious damage to the authorized users of WSNs. One of the main 
challenges in combating passive WSN attacks arises from the fact that they are dif-
ficult to detect, especially when the network operation is largely unaffected. Using 
encryption mechanisms can make eavesdropping challenging to attackers, though 
there are serious challenges to implementing such mechanisms. For instance, these 
encryption mechanisms attract high energy consumption and overhead costs, mak-
ing it difficult for organizations to invest in this form of protection. Furthermore, the 
ease with which WSNs can be attacked implies that any meaningful upgrade in data 
protection can be matched by committed attackers. For instance, having a powerful 
receiver and an antenna can allow any individual to gain access to the data stream. 
In some instances, passive attacks can advance to active attacks depending on the 
attacker’s capabilities [12–15].

1.6 � ACTIVE ATTACK

Active attacks include the measures taken to take active control over the WSN. In such 
instances, the attacker may decide to delete, inject, destroy, or alter the data transmitted 
over the WSN. As such, it is common for active attackers to not only intercept network 
data but also make efforts toward modifying or dropping data pockets with the goal 
of disrupting communication within the network or the users of the network. In some 
cases, active attacks can be performed by either external or internal intruders depend-
ing on the nodes used to carry out such attacks. Internal attacks are the type of attacks 
that are launched by nodes belonging to the networks but have been compromised, 
possibly through passive attacks. External attacks, on the other hand, are accomplished 
by malicious nodes that are not part of the system, which makes it easier for WSN users 
to detect and defend such attacks. The most dangerous form of active attacks is usually 
carried out by internal nodes since it is more difficult to detect the previously legitimate 
nodes that are now compromised. This is because such nodes have a legitimate ID and 
other crucial privacy data like the trust value, encryption algorithm, and secret key, 
resulting in possible continuous and undetected attacks.

Other forms of active attacks can include the DoS, sinkhole, Sybil attacks, black 
hole, wormhole, hello flood attacks, spoofing, man-in-middle attack, replay, selec-
tive forwarding, and node subversion, among others. This section only deliberates 
some of the abovementioned forms of attacks due to the complex and multiple types 
of malicious attacks involved in WSNs [20]. DoS attacks are aimed at preventing or 
interrupting the flow of information within the network. This type of attack is caused 
by the sudden failure of nodes within a network or overloading data flow in the net-
work to exceed the network’s ability to function correctly.
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A sinkhole attack takes place when the traffic from a specific region is attracted 
by an attacker. During this form of attack, which takes place in two ways, the mali-
cious insider or the resourceful outsider, an adversary may advertise a route using 
a compromised node to deceive its neighbors under the malicious insider attack. 
Alternatively, it is possible to use a laptop-class opponent to publicize a single-hop 
path from a node’s neighbors where they end up being assured by the route and 
forwarding all data through it [21]. Another form of active attack involves the hello 
flood attack, which takes place in the network layer. Under this form of attack, a 
single node may broadcast a Hello packet using intense power to the point where 
several nodes, including those far away, within the network, decide to recognize it as 
the parent node.

Another common form of active attack is the use of black hole attacks. Similar 
to the sinkhole attacks, black hole attacks use malicious nodes for advertising 
wrong paths as good paths [21]. This process takes place during the path-finding 
process where nodes within a network are trying to find a good path to a destina-
tion node. The main difference between a black hole attack and a sinkhole attack is 
the fact that the adversary does not forward all the messages intercepted, therefore 
creating a black hole of information. When an attacker is close to the BS, it is pos-
sible for all information to flow through the adversary. Also, some attackers may 
decide to add false nodes into the network, making it easier for them to gain access 
to the same information that authorized users of the WSN have [22]. Finally, nodes 
are susceptible to physical attacks, which can cause disruptions in communication 
[23,24]. Figure 1.1 shows the distinction between passive and active attacks, as 
discussed above.

FIGURE 1.1  Passive and active threats in WSNs.
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1.7 � OBJECTIVES OF NETWORK SECURITY

The security of computer networks involves all the mechanisms, policies, and ser-
vices that are necessary to allow the system to operate with sufficient protection from 
unauthorized access. When designing a network defense mechanism, authorized 
users must consider the confidentiality, availability, and integrity of the system. This 
section will look at the primary and secondary goals of a network security [17–20].

1.7.1 �P rimary Objectives

The primary objectives of a WSN must factor the confidentiality of the traffic trans-
mitted, the integrity of the network, and the availability of the WSN. Regarding the 
confidentiality, defense mechanisms must be attuned to protecting data and informa-
tion transmitted so that it only reaches the intended receiver. Such defense mecha-
nisms include ensuring that only the right users can interpret messages passed over 
the network and that unauthorized access is prevented. Furthermore, defense mecha-
nisms preserve the integrity of data and information shared over a network through 
measures designed to restrict modification of data and information while in transit 
from the sender to the receiver. It is crucial to ensure that unauthorized users do not 
have access or opportunity to alter WSN data. Finally, the WSN should have suffi-
cient defenses to perform their functions without interruptions either from malicious 
attackers or from natural elements like a bad weather [25–29].

1.7.2 �S econdary Objectives

The secondary objectives of defense mechanisms are designed to confirm that all data 
transmitted are fresh and that none of the previous information is replayed  because of 
either attacks or possible malfunctions. Moreover, WSNs must be designed such that 
the sensor nodes can operate randomly without relying on the fixed infrastructure. 
Defense mechanisms should allow sensor nodes to automatically organize themselves 
in response to external factors. Another crucial feature of the secondary objectives of 
defense mechanisms is that they should be able to independently time synchronize. 
It is crucial that each sensor node is where it is supposed to be at the right time to 
prevent possible delays in transmitting information between the two nodes. Finally, it 
is the secondary goal of defense mechanisms to ensure that each sensor node within a 
network can automatically and correctly identify and locate other sensors within the 
same WSN. A secure organization is essential in preventing outside attacks [29–32].

1.8 � NEW DEFENSE MECHANISMS

There are several mechanisms that can be utilized toward ensuring an increased 
security in WSNs. Clearly using a cryptographic method is the system’s first defense 
instrument. This section will propose to implement the authors’ recently reported 
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three-phase symmetric cipher technique [6,27] in WSNs. Due to the computational 
limitations, the WSN is not capable of properly executing many of the crypto-
graphic solutions, and most asymmetric cryptography algorithms are among them 
[33,34]. Moreover, it needs to be considered that in most cases, transmitted mes-
sages by WSNs are short in size. These short messages when encrypted using the 
common cryptographic methods will generate nearly same-length ciphertexts. As 
it is known, smaller ciphertexts are more vulnerable to both brute-force and crypt-
analysis attacks [35,36].

The core objectives of the proposed algorithm are to reduce the encryption pro-
cessing power and as the result to increase the battery life and also to encode mes-
sages of length that is always greater than the length of plaintexts.

Our proposed algorithm is a symmetric encryption, which consists of a key 
with three parts. There are three phases in both encoding and decoding, and one 
part of the key specifies to each phase. The key we are using in this technique 
with each part separated by a comma will be as follows: {X, {x1, x2, x3, x4… 
xi… xn}, Y}

•	 First part, X: such that, 2(p-1) <= X < 2p − 255 (X and p are any integers, 
p is greater than 9)

•	 Second part, {x1, x2, x3, x4… xi… xn}: such that, 2(p-1) − X <= xi < 2p – 
X – 255 (n is an integer greater than 1)

•	 Third part, Y: any large integer.

As this is a symmetric encryption, the key is same for decryption but used in the 
reverse order. In phase 1 of encryption, each plaintext character of the original mes-
sage is replaced with its associated ASCII code. Then, the system calculates the 
summation of the ASCII codes with X—the first part of the key. Phase 2 utilizes the 
part two of the key. In this phase, the ith element of the vector [x1, x2, x3, x4… xi… 
xn] (n > 1) is added to the ith output value achieved from the previous phase. If the 
number of output values from phase 1 is larger than the length of the vector, for the 
rest of the output values adding is repeated with the elements of the vector until all 
the output values have been added. This phase helps in creating more diffusion. The 
outputs of phase 2 are changed to their corresponding binary representation to form 
a single string. Next, the binary string divides into blocks of size b such that 2(b-1) 
<=Y< 2b. The first block of size b XORed (exclusive-OR) with the third part of the 
three-part key, Y. The result is used to XOR with the next b bits of the concatenated 
string. This process is repeated till the end of string. The phase intends to make the 
bits to seem arbitrary to an adversary. Therefore, the cryptanalysis process on the 
ciphertext is more difficult. Decryption is done in the reverse order of encryption. 
For that, we first perform the inverse operations of the third phase of encryption, then 
second, and then first. Y, the third part of the three-part key is used in the first phase 
of decryption, and the first part X in used in third phase. Furthermore, the number of 
the rounds in the proposed algorithm is much smaller in comparison to well-known 
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symmetric algorithms; therefore, the processing time to convert the plaintext to 
ciphertext is shorter. Consequently, the WSNs’ battery lifetime is longer when the 
presented algorithm is being utilized. The cipher block chaining is implemented to 
use in the phase 3 of encryption and phase 1 of decryption. Tables 1.3 and 1.4 show 
the formal representation of encryption and decryption algorithms.

TABLE 1.3
The Encryption Algorithm

X First phase key, 2(p-1) <= X < 2P- 255 (p > 9)

{x1, x2, x3, …, xi…, xn} Second phase key, 2(p-1)- X <= xi< 2P-X- 255 (p > 9)

Y Third phase key, should be a very large value

P 2(p-l) <= X < 2P

b 2(b-1) <= Y< 2b

P1, P2, P3, …, Pi,…Pr Pi—ASCII value if ith plaintext character

n Number of elements in second phase key (n > 1)

A1, A2, A3, …, Ai,…Ar Phase-I output

B1, B2, B3, …,Bi,…Br Phase-2 output

L Long binary string

C1, C2, C3 … Ci… b bit parts of long binary string

′ ′ ′ … ′…C , C , C , C1 2 3 i b bit output after XOR

Phase-1

Ai = Pi + X         Input: Pi, Output: Ai (1<= i <= r )

Phase-2

= + = −






B A x , j
n if i n

i mod n otherwise
i i j         Input: Ai, Output: Bi (1<= i <= r )

Phase-3

Convert decimal values of all Bi values to binary and then concatenate them to form a long binary 
string L. The binary string is divided into b bits each and perform XOR with the value of Y. The process 
is continued using cipher block chaining until all the bits in long binary string are completed. Only 
remaining bits are XORed in the last step

⊕ = ′

⊕ ′ = ′

⊕ ′ = ′

C Y C

C C C

C C C

1 1

2 1 2

i i-1 i                             Input: Bi, Output: Ciphertext

Concatenate all ′Ci values and divide into 8 bits each. Covert each 8 binary bits to corresponding ASCII 
value. The result is the ciphertext
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1.8.1 � Algorithm Strength Analysis

To analyze the strength of the algorithm, the brute-force efforts of each phase is 
computed separately. The value of the part one of the key, which is used in phase 
one, is

2(p-1) <= X < 2p − 255 (p > 9). Therefore, the brute-force attempts for X is in 
order of 2p. As discussed before, the total number of possible values for n elements 
existing in phase 2 is 2(p-1) − 255. Therefore, the order of 2n*(p-1) brute-force attempts 
is necessary for brute force. Regarding the third phase, any value of Y falls in the 
[2(b-1), 2b] interval; therefore, the brute-force attempts of finding the Y is in order 
of 2b. Table 1.5 shows the calculation of total strength of the algorithm.

TABLE 1.4
The Decryption Algorithm

Phase-1
Convert each ciphertext character to binary ASCII and concatenate all of them to form a long binary 
string. Divide the binary string into b bits each represented by ′C1. Then perform the decryption methods 
of cipher block chaining. Only remaining bits are used in last step.



′ ⊕ =

′ ⊕ ′ =

′ ⊕ ′ =

C Y C

C C C

C C C

1 1

2 1 2

i i-1 i                                       Input: Ciphertext, Output: Bi

Concatenate all ′Ci  values to form the long binary string L. Then divide it into p bits each. Convert each p 
bit part to decimal resulting in B1, B2, B3, …,Bi,…

Phase-2

= − −
=





A B
x , j n if i n

i mod n otherwise
i i

i         Input: Bi, output: Ai (1<= i <= r)

Phase-3

Pi = Ai − X         Input: Ai, output: Pi (1<= i <= r)

TABLE 1.5
Total Strength of Algorithm

Phases Complexities

First O(2p)

Second O(2n*(p-1))

Third O(2b)

Total strength of algorithm O(2p) * O(2n*(p-1)) * O(2b) = O(2((n+1) * p + b - n))
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1.8.2 �L ength of Ciphertext

Unlike most of the cryptography algorithms, our proposed algorithm generates 
ciphertexts longer than the original corresponding plaintext. As discussed earlier, 
during the phase one, X value is added to each associated ASCII value of input 
characters to calculate a large value. The second phase key does not contribute to 
the ciphertext length since it just allocates the values from [X, X+255] to [2(p-1), 2p]. 
Similarly, Y, the third part of the key is only used for XOR operation and does not 
play a role in changing the length of the ciphertext. For different values of X, the 
ciphertext length (CL) is calculated as follows:

	 ( )C = p 8 *P where 2 <=X<2 , P is the plaintext length.L L
(p-1) p

L 	

Therefore, the ciphertext length is “p/8” times the plaintext. Ciphertext length is 
always greater than plaintext, since X is always greater than 512.

1.9 � CONCLUSION

WSNs are a vital invention in the information technology industry. However, con-
straints such as poor battery life, use in hostile environments, and hardware limita-
tions make WSNs susceptible to attacks. If not well secured, WSNs have various 
vulnerabilities ranging from physical layers, data link layers, network layers, trans-
port layers, and application layers. However, the careful planning and application of 
defense mechanisms such as utilizing the three-phase symmetric cipher algorithm 
not only assists in increasing their battery lifetime but also  helps in reducing the vul-
nerabilities of a WSN. Other security measures include adhering to intrusion detec-
tion, and authentication procedures can be the other objective of the network security 
during the designing and deployment of a WSN. When correctly implemented, a lot 
of vulnerabilities within a standard WSN can be minimized, allowing secure collec-
tion and transmission of sensitive data.
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